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Generate CSR - Microsoft IS 5.0/6.0:

1. Click Start > All Programs > Administrative Tools > Internet Services Manager (11S)

[ Certffication Authority
8 Cluster Administrator
§3 Component Services

=] computer Management
4 Configure Your Server Wizard
Daka Sources (ODEC)

g Manage Your Server

Command Prompt G’ Control
Manages I15, the web server For Internet and intranet web
59 Local Securit
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sites.

,_:é Printers — # Manage Your Server
#n Micrasoft \MET Framework 1.1 Configuration

25 Licensing

3 {winduws Explorer

*g Paint @) telp an B Microsoft \NET Framework 1.1 Wizards
- @ network Load Balancing Manager
g Search
Hokepa: #F Performance
7] Bun... [ Remote Desktops
4 Internet Information =
Services (115) ¥ 5, Routing and Remote Access

B windows Catalog
% windows Update

i Services

‘B Terminal Server Licensing

I Accessories 5 Terminal Services Configuration

B &F Terminal Services Manager
Startup »
4 Internet Explorer
(5] Outlook Express

Remote Assistance

Log OFF E)] Shut Down
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|@# stare | [ & 1 ) W8 % E) 3:54PM

2. Double-click the Server Name > Web Sites folder

.[ Internet Information Services (I1S) Manager

T;! File Action ‘Yiew window Help
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3. Under Web Sites, right-click the corresponding Web site you wish to secure, and select

Properties
e
¥@ File  action  Wiew Window  Help |;|i|5|
= | E@EEFRHR|( 2|2 > =50
f:g Internet Information Services | Name I Status

-8 SAMAH-F49CA3E1S (localt | Application Pacls

__J wWeb Service Extensions

41 Il e
t Internet Information Services {(IIS) Manager ] 4
‘TB File  Action  Wiew Window Help | =] |

s | AEXERR | 2E(2] ) 80

?! Inkernet Information Services
-5 SAMAH-F49CA3B1 (ocal
[#-__ application Pacls
1) 'Web Sites Open
- Weh Service Extensior Permissions
Browse

Explare

Skark
Skop
Pause

Bew 13
All Tasks 3

Mews Window From Here

Delete
Rename
Refresh

Help |

< I ©mj=l | i

|Opens the properties dialog box For the current selection. |
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I Internet Infof Default Web Site Properties 21| =101
9 Elle  Acti =]
“7_["3“ Docurments | Direckary Security I HTTP Headers I Custorn Errors | £
= = |—‘ Web Site Performance I ISAPI Filters I Home Direckory
E.g Internet Inforr Wb site identification eader value I 1
il SAMAH-F4 Description: 3 ]
IF address: I {all Unassigned) LI Advanced. .. |
B Webs
- TCP pork: I =) S55L pork: I
[~ Connections
Copneckion timeout: I 120  seconds
¥ Enable HTTF Keep-alives
—Iv Enable logging
Active log Format:
|W3C Extended Log File Farmat LI Propefties. .. |
K [E— o | 8
’7 (a4 Cancel | Apply | Help | _li—l

4. Click Directory Security tab
5. Under Secure communications, click Server Certificate

& Internek Infof pefault Web Site Properties 21X

Y9 Fle  action

L= = Web Site | Perfarmance I ISAPI Filkers | Home Directory I
s o= | ﬁ Dacuments Direckary Security | HTTP Headers | Custom Errors
[3 .
4 Inkernet Infart - —aythentication and access contral eader

-0 SAMAH-F4

Enable anonymous access and edit the
w authentication methods For this resource,

=

rIP address and domain name restrickions

@ Grant or deny access ko this resource using

IP addresses or Inkernet domain names.
Edit... |

[~ Secure communications
Require secure communications and . Certifica
enable client certificates when this RiE (e geldzbao
resource is accessed, _ N
Wiew Certificate., |
Edit... |

’7 Cancel | Aply, | Help | _,_
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[ Internet Infof pefault Web Site P 7 x|

¥4 Fle  ac
M ‘Weh Site I Performance I ISAFT Filters | Hame Directory I
e = | elcume to the Web Server Certificate Wizard. Xl

€ Iterret 10f Welcome to the Web Server E
@ Certificate Wizard
Y

Thiz wizard helps you create and administer server
cerificates uzed in secure Web communications
between your gerver and a client,

Stabuz of your Web Server:

“Your wieb Server doesn't have a certificate ingtalled
and you don't have any pending requests.
Certificate \Wizard wil help you b create a new
cerificate for this Web Server or attach to an
existing certificate,

To continue, click Mext.

¢ Back

K I
——m—— [0]'4 |

Cancel | fipply | Help | |_

6. Select Create a new certificate
2l

g File  Acti
-8 Bl Action ‘Web Site | Performance | ISAFI Filters | Hormne Directory I

Fj Internet Inf Server Certificate

E| | SAMAH- Thesze are the methods for azsigning a certificate to a'wWeb site.
- Appl
) wek
- ek Select the method you want to use for this web site:

i+ Create a new certificate.

i~ fssign an existing certificate

i Import a certificate frorm a Key Manager backup file.
i~ Impart a certificate from a pfx file

i~ Copy or Move a certificate from a remote server site to this site.

< Back | Mest » | Cancel I

I o | | B

Cancel Apply Help

— e,

(LM connect With Trust %.‘riSign' b
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7. Select Prepare the request now, but send it later

I Internet Infof pefault Web Site Properties 2x

Vg Fle  Action
! Web Site Performance | ISAFI Filters | Home Cireckory |

= = | (£ f IS Certificate leard

Fg Internet infy Delayed or Immediate Request
‘Ul can prepare a request to be sent later, or vou can send one

1fg SAMAH- immediately.

&-_J Appl

- Wek

) ek Do pou want bo prepare a certificate request to be sent later, or do you want to send it

immediately to an online certification autharity?

{* Prepare the request now, but zend it later

! Send the request immediately to an anline. certification authority

< Back I Mest I Cancel

8. Enter a name for the certificate. Please note that this is not the Common Name of the certificate
request

9. Select a bit length for the certificate (1024 or 2048 for EV certificates and the certificates that will
expire after October, 2013)

Note: Do not check the box for Select cryptographic service provider (CSP) for this certificate

i (B Connect With Trusi %(l‘iSign' Serbugd
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t Internet Infod Default Web Site Properties 2=

9 File  Ac
”__clon Web Site | Petformance | ISAPI Filkers | Horne Direckary |

=
W Mame and Security Settings
- -_‘E!E SAMAH- Your new certificate must have a name and a specific bit length.
) Aprl
o) Wek
) wet

Tupe a name for the new certificate. The name zhould be easy for you ta refer to and
remember.

M anne:

The bit length of the encryption key determines the certificate’s encryption strength,
The greater the bit length, the stronger the security. However, a greater bit length may
decrease performance.

Bit length: I 1024 - |

[ Select croptographic service provider [CSP) far this certificate

< Back I Mewt > I Cancel

10. Complete the information requested by the IIS Certificate Wizard to create a private key that is
stored locally on your server and a Certificate Signing Request that you will use during the
enrollment process. The Wizard will prompt for the following X.509 attributes of the certificate

17, Internet Infod pefault Web Site Properties |

3 FEile  Acti
"# File  Action Wb Site ] Performance | ISAPIFilkers | Home Directory |

PN s cervicate vizard x|

Fg Internet Inf  'Drganization Information
: 4 SAMAH- Tour certificate must include information about your arganization that e

B3 diztinguizhes it from other organizations.
) Appl
<) ek
-l wek Select or type wour organization's name and your organizational unit. Thiz is tepically the

legal name of wour organization and the name of your divizion or department.
Far further infarmation, consult certification authority's Yweb site.

Organization:

Kl

Organizational wnit:

s =

< Back I Mext = I Cancel I

4
al 4 . . 4

] [(S38 connect witm Trust %‘riSign'
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T Internet Infof pefault Web Site Properties 21|

Fil Ak
J V& Action webSte | Peformance | 15aPIFiters | HomeDirectory |
= = | E IS Certificate Wizard

F Internet 1nf Vour Site’s Common Name

: rour Web site's common name iz its fully qualified domain name.
Bl 8 SAMAH-

) appl
| Wwek

B ek Type the common name for your site. |f the server is on the Internet, uze a valid DMS
name. If the server iz on the intranet, you may prefer to use the computer's NetBIOS
name.

I the comman name changes, you will need ta obtain a new certificate.

Cammaon name:

< Back I Hext = I Cancel I
[ Internet Info{Default Web Site Properties 2xl

Eil Acki
9B ddion e | pafomence | ISPIRkes | HomeDiectory |
&= = | E IS Certificate Wizard Xl

i;.,l Internet 1nfy  Geographical Information

1 SEMAH- The certification autharity requires the following geographical information.
i

LCountry/Region:

|EG [Egupt] h l

State/province:

ICailo j
Citydlocality:

[Caic il

State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I Mext > I Cancel

= T %‘riSign'
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Connect with Trust ayp g g 2

2

i:! His  deiem ‘Wweb Site | Performance | ISAFI Filters | Haome Direckory |

FQ Internet Inf Certificate Request File Name

=5 sAMAH- Your certificate request iz saved as a text file with the file name pou
i ify.
- Appl specify
) ek
F-_ ) wWek

Enter a file name for the certificate request.

File name:

Ic:\certreq.txﬂ Browse... |

< Back I Nezt » I Cancel

I Internet Infof Default Web Site Properties 21x]

T3 File  Acti

A File  Action webSite | Performance | IS&PIFlkers | HomeDirectory |
RN 115 Certificate Wizard

') Internet Inf Aequest File Summary

-5 SaMaH- ou have chozen to generate a request file.
¥
H-_J Appl
- ek
- __) ek To generate the following request, chick Mest.

File name:  chcertreq. bt

our request contains the following information:

lzsued To Lt et com
Friendly Mame ET

Country /R egion EG

State / Province Cairo

City Cairo
Organization Eqwpt Trust
Organizational Lnit PS5

Cahcel |

Click Finish to exit the IIS Certificate Wizard. A CSR file has been generated

= T %‘riSign'
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The CSR:

B certreq.txt - Notepad o [u] 3|
File Edit Format Wiew Help

————— BEGIN MEW CERTIFICATE REQUEST----—- ﬂ

MIIDGTCCAROCAQANE JELMAKGATUEERMCRUC D] AMEQNYEADTBUNhaxIvMOd wDAYD
WOOHEWVDYW ] whZEUMEIGAL UEChMLRW 5 cHOgWHILC30XDDAKBGNVEAS TALAGUZET
MEBEGALUEAxMKD3d3LmvOLmivbTCENZANBgk ghk 1 GOwW0BAGEF AADE] QAW TKCOYEA
402}m92¥+1nVDthNdexZHZHzlsuFSCiS+LYLG18w?hiquBWKAKsovajaeu+f5
Tng2 IMBkAYZZRTLINItE31s 75Ty Tx02 /2 xBFRAR0XL+3boHSxcnnr FRmxFRICe
+/LPiU5gf Dwovr vDOx3hzhoyu3tw ] Tv3 702k OWC SUEC AWEAAACCAZK WELHY K KWYE
BAGCNWDCAZEMFQDILEIuMZCSMC4yMHSGCiSGAQQEgjCCAQ4beBrMA4GA1UdDWEB
SwOEAWIEBDBEEgk ghk 1GEwWIBCOBENZAIMAL GCCgESTH3 DOMCAGIAGDACEYgohk 16

SwODEATCALAWEWYFKwd DAGCWCIgY IKOZI hv CNAwCwEWY DVRO T BAwwC gy IKwy EBQUH
AwEwrT0GCT SGAQ0ED] cNAQT Xged whes CAQE BWgBNAGK AV wE Y AGBACWEY AGY ADAAY
AF LAUWEBAC AAWEDAGHAYQBUAG) AZQBS ACAAGWEYAHK ACABDAGRAZWEYAGEACAED
Ak A wWALAF ARCOEVAHY AQEKAGUAC GOE T CAAMAMALAAASAAAAAAS LA ASA BRSNS

AAAAAAAAAAAALAAAAAAAAAAAMADGCSHESIH3DOEBEQUAAIGEBANE X Ty k 5g25h+0h
ml2z8sSgMeoTYoIGd RESLUTT3UFk grybmowxgI 11 Is SHy+myyTorarozmij 312G
Ex 14 E82wEk EQTTyHGK g3 TakL Ty s ZLABhRHZMO CEM2 W VNP 3M Sy IPGTvWpPhvThPxT
7DoBEhyDs dmknGwksZIVp3ENPRr

————— EMD MEW CERTIFICATE REQUEST-—---
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